GSA

New Login Process Frequently Asked Questions
What is Changing?

Beginning in January, 2020, GSA Auctions, GSAXcess, Mysales, the NASA Module and the
GSA-hosted Computers for Learning website will be making changes to the way you log in.

What will the new login process look like?
1) You will log in using your email and password. You will no longer log in using your user
ID.
2) Every time you log in, a one time code will be sent to the email address listed on your
account. You must then enter that code to complete your login.

What is the New Login Process Called?

It is called multi-factor authentication (MFA), and it is an industry standard for both government
and private sector websites.

Under Multi-factor authentication (MFA), a user is granted access only after presenting two or
more pieces of evidence (or factors) to an authentication mechanism. This extra layer of security
protects you, GSA, and the government by making it more difficult for someone to gain
unauthorized access to your account.

Why do | need to do this?

By preventing unauthorized access to your account, MFA protects you and the Federal
Government. It is also a requirement for all Federal Government websites.

Why can’t | log in using my user ID?

Your user ID will be tied to your email address. Although you are using your email address to
log in, all of your activities will be documented under your unique user ID.

Why do | still need a user ID if | am just going to log in using my email address and
password?



You will still have a unique user ID that will be used to formally document all of your activities
within the system.

I have multiple accounts using the same email address. How will the system know which
account that | want to log into?

Once you log into the system with your email address and password, the system will display all
available accounts that are linked to your email address. You will have the opportunity to select
which account that you want to log into.

| use Mysales and GSAXcess. Do | need to verify my email address for both websites?

MySales and GSAXcess are separate websites, so you should verify that your email address is
correct in both websites.



